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CYBERSECURITY
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Basic information

Field of study
Finance Electives

Speciality

Organizational unit
School of Undergraduate and Graduate Studies

Study level
graduate studies

Study form
full-time

Education profile
general academic/practical

Didactic cycle
2024/25

Subject code
EKODFIS.M85W.2073.24

Lecture languages
English

Mandatory
Elective

Block
Free choice electives

Department responsible for the subject
Department of Business Law

Subject related to scientific research

No
Subject shaping practical skills
No
Coordinator Stanistaw Hady-Gtowiak
Teacher Stanistaw Hady-Gtowiak
Period Form of teaching, number of hours and method of examination Number of
Semester 4 * lecture: 15, Credit with grade ECTS points
3
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Code
C1

C2

C3

n/a

Code

Goals

Goal

Familiarize students with good practices for managing information security in the organization in light of

current legislation, as well as in accordance with ISO/IEC 27001 standards

Discuss relevant and typical risks and threats related to physical and environmental security, as well as the
security of information systems and the most common threats in cyberspace for processing data and legally

protected information, along with good practices for securing data.

Raise students' awareness of the basic obligations and requirements under generally applicable laws on
cybersecurity, information security and data protection, as well as the sanctions (not only financial) resulting

from non-compliance.

Recommended requirements

Subject's learning outcomes

Major learning

Knowledge:

wil

Skills:
ul

Outcomes in terms of outcomes for the
subject
Student has advanced knowledge of security DFI.M_WO01, DFI.M_WO05

Information in an organization.

Student knows the typical risks and threats associated | DFI.M_UO01
with security information for processing data and

legally protected information and can identify

appropriate data security principles

Social competences:

K1

No.

Student perceives and formulates problems in terms DFI.M_K04
of basic obligations and requirements arising from

generally applicable laws on cyber security, security

information in the organization and seeks optimal and

compliant solutions for a specific state of affairs.

Study content

Subject's learning

Course content
outcomes

Explanation of basic concepts related to information W1, Ul
security in the organization.

Laws governing information security in the w1
organization. Law on the national cyber security

system. National Interoperability Framework. GDPR.

Law on combating abuse of electronic

communications. Institutions responsible for network
security.
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Examination methods

End-of-course
assessment - individual
project

End-of-course
assessment - individual
project

End-of-course
assessment - individual
project

Activities

lecture

lecture
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Subject's learning

No. Course content outcomes Activities
3. Types of threats. Threats in cyberspace. Cyber U1, K1 lecture
attacks, consequences and principles of prevention.
Social engineering.
4. Report incidents and violations. K1 lecture
5. Social media security. Counter threats and security Ul, K1 lecture
best practices.
Course advanced
Activities Methods of conducting classes
lecture Lecture using multimedia techniques
Activities Examination method Percentage
lecture End-of-course assessment - individual project 100%
Activities Credit conditions
lecture Prepared presentation fo ex. in Power Point
Literature
Obligatory

1. A. Gatecki: Bezpieczenstwo informacji w dobie cyberprzestrzennych zagrozen. Wydawnictwo Wyzszej Szkoty
Bezpieczenstwa, Poznah 2021.

2. S. Hady - Gtowiak, D. Koztowski: Dekalog ochrony danych osobowych - stosowanie zasad przetwarzania danych
osobowych jako podstawa bezpieczehstwa przetwarzanych danych, [w:] . Wotejszo, K. Rejman, M. Wilczyhska (red.),
Bezpieczenstwo informacji w organizacjach, Kaliskie Towarzystwo Przyjaciét Nauk, Kalisz 2021.

3. M. Janik, S. Hady - Glowiak, Threats in the area of security information and personal data protection and the role of
Data Protection Officer in this regard, Opolskie Studia Administracyjno-Prawne, 2023, vol. 21, nr 2, 5.119-140

Optional

1. 1. Ustawa o krajowym systemie cyberbezpieczefstwa (aktualny stan prawny).

2. 2. Ustawa o zwalczaniu naduzy¢ w komunikacji elektronicznej (aktualny stan prawny).

3. 3.Janik, M., Hady-Glowiak, S., Bezpieczenstwo informacji jako zadanie jednostek sektora finanséw publicznych,
Studia Prawnoustrojowe nr 62/2023

Calculation of ECTS points

Activity form Activity hours*

lecture 15
Literature study 10
Solving tasks and case studies 20
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Preparation of the end-of-course assessment - individual
project

Student workload

Number of ECTS points

* hour means 45 minutes
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30

Hours
75

ECTS
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Major learning outcomes for the subject

Code

DFI.M_K04

DFI.M_U01

DFI.M_W01

DFI.M_WO05
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Content

Jest gotéw do myslenia i dziatania w sposéb przedsiebiorczy, a takze do przewidywania szerokich skutkéw
podejmowanych dziatan.

Potrafi wykorzystac¢ nabyta, pogtebiong wiedze do identyfikacji, krytycznej analizy i syntezy zjawisk oraz
procesdéw gospodarczych, finansowych, prawnych, spotecznych, w tym takze w systemie rachunkowosci, jak
rowniez potrafi formutowac i rozwigzywac ztozone i nietypowe problemy oraz innowacyjnie wykonywac
zadania w nieprzewidywalnych warunkach w obszarze finanséw i rachunkowosci, poprzez dobér i wtasciwe
zastosowanie metod i narzedzi, w tym nowoczesnych technik informacyjno-komunikacyjnych.

Zna i rozumie w pogtebionym stopniu wybrane zjawiska oraz procesy, jak rowniez teorie pozwalajgce
wyjasnia¢ ztozone zaleznos$ci miedzy nimi, stanowigce zaawansowang wiedze 0gdina z zakresu dyscypliny
ekonomia i finanse, ze szczegélnym uwzglednieniem finanséw i rachunkowosci, a takze zna i rozumie
wybrane zagadnienia z zakresu dyscyplin uzupetniajacych: nauk prawnych, matematyki, informatyki oraz
nauk o zarzadzaniu i jakosci.

Zna i rozumie ekonomiczne, prawne, etyczne uwarunkowania profesjonalnego wykonywania zawodu w
obszarze finanséw i rachunkowosci, w tym zasady z zakresu ochrony wtasnosci przemystowej i prawa
autorskiego.
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